
SOC Manager 
Cryptogen Nepal Pvt Ltd.
Jun 2019 - Present 

Responsible for hiring and training SOC staff
 Formulate SOC stratigies
 Plan SOC architecture
 Manage Incident Handling procedures
 Primarily responsible for directing security event monitoring, management and
response and cyber intelligence
 Ensuring incident identification, assessment, quantification, reporting,
communication, mitigation and monitoring
Responsible for overall use of resources and initiation of corrective action where
required for Security Operations Center.
Ensuring daily management, administration & maintenance of security devices to
achieve operational effectiveness
Ensuring threat management, threat modeling, identify threat vectors and develop
use cases for security monitoring
Creation of reports, dashboards, metrics for SOC operations
Technical Presentations regarding various cyber security technologies
Overview SOC and Vulnerability Management related projects for successful
delivery

Aaditya
Khati 
SOC Manager

Work Experience

About Me
SOC Team Lead with a demonstrated history of work in Offensive Security, Web Application Firewall Administration,
Tuning and hands-on experience with Incident Response, Digital Forensics, threat intelligence. Practical experience
with multi SIEM platforms regarding their deployment, administration and tuning. Have acquired multiple disciplines
and accreditations in various domains of cyber security. 

Aaditya.khati@hotmail.com
+977 980 1128469



Academic Tutor
Islington College, Kathmandu
Jan 2018 - Feb 2019 (1 years, 2 months)

Module:
Networking Concepts

This module focuses on fundamental network terminology and concepts, e.g. protocols,
Open System Interconnection (OSI) and TCP/IP models, Ethernet, Internet Protocol (IP)
addressing, routing protocols and network devices, such as routers and switches. The
module provides an opportunity for students to understand the interconnections of
various networks and to be able to design and configure small-scaled networks given
some typical (customers) requirements.

Risk, Crisis and Security Management:
This module is in particular for those who wish to specialize in understanding,
developing, and the application of IT security systems and measures in IT
environments. It focuses on various aspects of security management and deals mainly
with risk assessment, risk management, and standards and procedures. It provides
students with an appreciation of the benefits security management provides within an
information systems domain. This includes the choice and application of appropriate
risk assessment and risk management techniques, coupled with an understanding of
security standards and procedures.

Penetration Tester
Eminence Ways
Sep 2016 - Dec 2017 (1 Year, 4 months)

Perform Vulnerability Assessment to determine threats and vulnerabilities on the
client’s network
Perform Penetration Testing to accurately determine true risk of the threat
Demonstrate Vulnerability Assessment and Penetration Testing using the basic
Testing methodology- Reconnaissance, Scanning, Exploiting, Post Exploitation
Technical and Executive Proof of Concept report per vulnerability
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LogRhythm Deployment Engineer | LogRhythm

Certification

LogRhythm Platform Administrator | LogRhythm 

LogRhythm Support Engineer | LogRhythm

LogRhythm Security Analyst | LogRhythm

Certified in Cyber Security | ISC2

Certified Ethical Hacker (CEH) | EC-Council

Certified Payment Card Industry Security Implementer | SISA

Application Delivery Fundamentals 101 | F5

CCNA Certified Network Associate Cyber Ops | CISCO

Certified Sales Engineer | Tenable

PSE: Cortex Associate | Palo Alto Networks

PSE: Foundation | Palo Alto Networks

Trustee | Cyber Ark

Network Security Expert 3 | Fortinet
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Winner
LogRhythm: LogWars
2023

Recognized by Trip Advisor
Trip Advisor | Bug Bounty
2019
Recognized by Trip Advisor for discovering a
security bug on their domain.

Recognized by Under Armour 
Under Armour | Bug Bounty
2019
Recognized by Under Armour for discovering a
security bug on their domain.

Achievements

B.Sc. in Networking and IT Security
Islington College

+2, HSEB
Global College of Management

Education

Recognized by Facebook
Facebook | Bug Bounty
2019
Recognized by Facebook  for discovering a
security bug on their domain.

Core Skill
SIEM Implementation & Administration

SOAR Implementation & Administration

Digital Forensics 

Incident Response

Vulnerability Assessment & Penetration Testing

SOC Design & Implementation

Security Consulting

Cyber Security Training
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Vulnerability Assessment & Penetration Testing

Associated Projects 

Department of Road - Penetration Tester

Mega Bank - Penetration Tester

 NCHL - Penetration Tester

Everest Bank - Penetration Tester

SmartChoice Technologies - Penetration Tester 

Prabhu Bank - Penetration Tester

SIEM and Security Monitoring (SOC)

Kamana Bikas Bank Limited - Project Lead

Nepal Telecom - Lead Deployment Engineer

Nepal Police - Lead Deployment Engineer 

Nepal Investment Mega Bank - Project Lead

Laxmi Sunrise Bank - Lead Deployment Engineer

Digital Forensics & Incident Response

Mahalaxmi Bikas Bank Limited - Lead Investigator

Sipradi Training - IR Analyst

Vulnerability Management

NIC Asia Bank - Project Lead 

NMB Bank -  Project Lead

Nabil Bank - Project Lead

Prabhu Bank - Project Lead

Himalayan Bank - Project Lead
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Web Application Firewall (WAF) 

Associated Projects 

Laxmi Bank - Implementation Engineer

Nabil Bank - Implementation Engineer

NMB Bank - Lead Implementation Engineer

NCHL - Consultant

One Bank Limited - Consultant 
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